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Online Safety
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Child Exploitation and Online Protection Command

REPORT

ABUSE

Reporting mechanism for CHILDREN...

wi

Someone ...
online is putting
pressure on me
to do things |
don't want to
do

hen should | report to CEOP?

Someone...
I don't know is
asking me to
live-stream &
do things |
don't want to
do

Someone...
online keeps

Someone...

asking me to | met in an
meet them online game
face-to-face & | keeps trying to
feel pressured talk to me

REPORT
ABLSE

by them privately
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Tell Someone

Timon & Pumba §§ What Does Your Selfie Say?

Never give out your TO D SecretS

Keeping ourselves safe...

.. o SOIME®

-
Y
If you get stuck,

or if you see or
something

makes you feel

sad or scared,

\\_ : always tell a
| trusted adult
" -h - #}""& Vi
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Keeping ourselves safe...

PERSO:AF INFORNIATT o

Keep your

- .persona.ll
information

private

Keeping ourselves safe...
BENUND

Be kind to
your online
friends, like
you would in

the
playground at
school

| SCHOOL




Keeping ourselves safe...

NSIIFIRS)

Keeping ourselves safe...

' Tell Take a Never
F . Check with an someone screen shot arrange to
’ i i of any nasty meet up
F. adult at home ‘be°” re messages - and Bth
f eing don't delete the o~
¥ O before you bullied on message until you Fomeone
P the internet 5 you've met
o visit a new have done this. m
] . (e e Taking a screen e
" Y site, game or 5 ’ shot saves the .
; " = '8 ’,,";ﬁi',"fgz;":,y nasty messages, so QU i ey Be aware of
— / i F app emails) that you can show seen:hr'm;(e, or| || the “Click Hert
F ! them to people Ve Uil to Win’!
e who can help you know them
F = ‘
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Latest trends of
what children are
doing online

GAMES

2 P Advice for parents on Roblox... 2
| F ‘ : ‘ .
Check the privacy Set up time limits
—_— settings on your on how long they
Remember playing child’s account.... spend playing
‘Snake’ on your
old Nokia?

17 18

All rights reserved - Education Child
Protection LTD 2020



Some games are more complicated & STRATEGIC...

of British parents ignore
age-ratings on games

& h
COMPUTER
GAMES

Very strong violence
Frequent strong/very strong language
Strong portrayal of sexual activity
Scenes of strong sexual violence
Strong horror
Strong blood and gore
Real sex
Drug taking
Discriminatory language or behaviour

Biggest computer game in the
world right now is....

250 million+ downloads

So what is it...?

Fortnite is an online shooter
that starts with 100 players and
leaves one winner standing.
Battle Royale sees 100 players
parachute onto an island, and
the last player alive wins. Each
game lasts about 20 minutes

It has a PEGI
rating of 12, for
‘frequent scenes
of mild violence’

The game is violent — it is a battle to the death,
after all — but the violence is rather cartoon-like
- it isn't bloody or particularly gory
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tional Crime
Agency...

...has warned Fortnite is
putting children at risk
from online paedophiles

due to the chat facility.

Although the game itself
seems pretty harmless,
players can talk and type
whatever they want to
each other, and bad
language is rampant

Advice for parents on Fortnite... 1

Be aware that
there is mild
violence - PEGI
rating of 12

Set up passwords on
bank cards - lots of
game purchase
options

Monitor who your
child is talking to -
check the
communication
settings

Set up time limits
on how long they
spend playing...

Children hooked on
addictive video games like
Fortnite will be able to
seek treatment on the
NHS, after video gaming is
classified as a medical
disorder by the World

The move comes amid
increasing evidence of
young players suffering
psychological distress and
family breakdown as a
result of their addiction.

Health Organisation (WHO).

Frafde UH ey Brnfers woosdin

AT WO Ll

July 2019...Maybe
some bad news for
parents...

15 year old from
London won nearly a
million pounds after

coming second
alongside his
teammate in the
Fortnite World Cup
finals

PEGI RATING OF 16 IR
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Gaming Buzzwords ...

Q1337

Represents letters LEET
Which means ‘Elite’ level

Noob

Newbie to the game
(insult) n0OOb / Noobie

/ Newb

Respawn

When a character

reappears after being killed

(APWN

To ‘own’ someone in a
game, or render them

helpless

Above are some of the most commonly used
phrases by avid gamers




Top Trendi

Tik Tok Instagram

TikTok is a Instagram is
global video Snapchat a picture and
;gw;:::'g] Snapchat lets VldeOUsharlng
music. Whether ya G @ ags.st cs:r::eﬁatn
it's dance, free- ph_oto onishort and use
style or video to your hashtags to
performance, friends. The share
creators are ‘snap’ appears on experiences or
encouraged to Eciesnloe memories with
let their matter of an online
imagination run seconds before community.
wild. disappearing.

Which of the following is a

real Instagram account?

|
beckham75 0 beyonce

rogerfederertm tt brackobamba

¢

All real Instagram accounts... @
0

: ﬁ davidbeckham @

rogerfederer @ i barackobama @

BLUE TICK!

33

@ Top Trending...
WhatsApp

WhatsApp is an
instant e
messaging app,

which lets you
send instant S

messages,
images and — i
videos to
friends.

E—

35
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n Discord
WhatsApp
Discord is the
YouTube Twitch

WhatsApp is an only cross-
instant Houseparty . platform voice
messaging app, | YouTube lets Twitchis a live  “and text chat
which lets you | you enjoy the | 4 oroup video video game app designed
send instant videos and | ;0 oo \When | Website. Youcan  specifically for
messages, music you you and your watch playbacks  gamers. It is
images and e, L{plc:ad friends are in the | Of games being perfect for
videos to origina app at the same || Played by other  chatting with
friends. content, and | e "o il see || People. Youcan  team member
. share it all e aiEr also live stream  and seeing who

with friends, instantly. One || Your own games. is playing online

family, and —a
the world. tap and you're in.

36



K1k

messaging app
which lets you

events.

37

Most Concerning...

Pt Ve B bl e e e
LR

Became the most downloaded
iPhone app in the UK and US
just a week after its release

Q&A services have been
blighted by abuse and bullying

share
messages,
g;{:g?:;‘d The app works by letting
e g— people post-a-graphic inviting
organise others to "send me anonymous

messages”, which is
superimposed over a photo

K Bk chat app invobved im 1,100 chibd
Kik is an albuse cases” = =
instant Previous anonymous online

Most Concer r
i
Kik:
, L
Kik Secret L
- Calculator =
Kik is an Lp b
instant Calculator hides (LR |
messaging app Omegle photos, contacts Sl :_—-'
which lets you Send Safe and videos g
share Message- Self Talk to behind a
messages, Destructing Strangers! calculato‘r. If L
photos, Omegle you put in a A
! Send Safe is a connects you passcode it will Sy "‘:‘:"*"
QRITIES K free service, randomly to open up a L P e
news, or which allows you | another person | private area. Retaricniad
@IEEIEE to send a who's on the | Able to browse
events. message or photo | Site, and lets | internet without
via popular you talk to the history being ik
apps, ...that them in a one- ey gt T
Disappears to-one video ey - b
after seen chat. ——
once. == —_—

39 40
f Using social networking sites, '
it is so important that we use Menu
privacy settings Button
to keep ourselves, and
our information, safe!
41
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The issues and
dangers children
face online

¢
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Child Exploitation Online Protection Centre (CEOP)

How do offenders engage youngsters?
- by using the sites that they use....

B e ©

Often posing as
a child of the same age / gender.
They will often purposefully present a very
similar profile as the child.
They are skilled at manipulating them into
criminal sexual relationships

Online grooming: The five stages

Flattering a child
into talking in a private
chatroom/game where
they will be isolated

The child will often be
asked for a non-sexual
picture of themselves

Gaining information

asking the child what problems
/needs they have to create the
illusion of being their

best friend and that they can help

They begin to fill the needs of the
child

G

Online grooming: The five stages [

Asking the child about

the location of their
computer/tablet and who

else has access to it

in order to assess the risk of
being detected. The desire is to
create situations where
they are alone together

to help reinforce a
special connection

Online grooming: The five stages

Building up a sense of
mutual love and trust
with the child

suggesting that they can
discuss “anything”

53
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Online grooming: The five stages

Engaging the child in
explicit conversations
& requesting sexuall
explicit pictures from

them

At this stage the predator
will usually try to

arrange a meeting
with the child




CYBERBULLYING

Cyberbullying terms
You’ll hear various different words used in the context of
cyberbullying......

Catfishing

T oo

Cyberbullying terms
You’ll hear various different words
used in the context of cyberbullying......

Catfishing

Pretending to be
someone you’re
not online.
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cyberbullying? [

..any form of bullying
that is carried out through the use of...

Gaming
Console

Desktop Smartphone
Computer or tablet

Cyberbullying terms
You’ll hear various different words used in the context of
cyberbullying......

Cyberstalking

Using the Internet
to stalk or harass

Cyberbullying terms
You’ll hear various different words used in the context of
cyberbullying......

All these terms
refer to ... m
...making
nasty

comments
online

10



Cyberbullying terms
You’ll hear various different words used in the context of
cyberbullying......

Dissing
speak
disrespectfully
to somebody

Cyberbullying terms
You’ll hear various different words used in the context of
cyberbullying......

Harassment
The act of bullying
somebody based on

their sexuality, race,
religion, size etc.

Cyberbullying terms
You’ll hear various different words used in the context of
cyberbullying......

Roasting
Being ‘tactfully
mean’ or poking
fun at someone
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Cyberbullying terms
You’ll hear various different words used in the context of
cyberbullying......

making pointless
or hurtful messages

Cyberbullying terms
You’ll hear various different words used in the context of
cyberbullying......

Trolling
Deliberate act of making
controversial comments

on an internet forum
with the intent to
provoke a reaction

Cyberbullying terms
You’ll hear various different words used in the context of
cyberbullying......

Griefing

11



Cyberbullying terms
You’ll hear various different words used in the context of
cyberbullying......

Aired

Individuals are
systematically blocked
from games or gaming teams

Cyberbullying terms
You’ll hear various different words used in the context of
cyberbullying......

Outing
Disclosing a person's

sexual orientation
or gender identity

Cyberbullying terms
You’ll hear various different words used in the context of

cyberbullying......

Swatting

Is where someone finds

your home address

through your IP address and
then calls the police
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Cyberbullying terms
You’ll hear various different words used in the context of
cyberbullying......

Griefing

Purposefully ‘killing’ your
teammates in an online game

Cyberbullying terms
You’ll hear various different words used in the context of
cyberbullying......

Doxing

Maliciously revealing
someone else’s
personal information

Tips for g T
dealing with evidence
Cyberbullying!

S-Start
T-Telling
O-Other
P-People

Be aware of
what you

12



Spotting the signs...

Being secretive about their online
activities spending more or less time
than usual online

Being upset
after using
their phone or
laptop

Becoming
increasingly
withdrawn,

upset or
angry

Difficulty
sleeping

Lacking
confidence
or self-
esteem

Not wanting
to go to
school

Avoiding
social
situations

. What should I do if my child

A
is being bullied online? "=

Stay calm

Listen without judging
Praise them for talldng toyou

Tell them you can help  Ask them not to reply

Leen the evidenc

Report information
to your child's school.

SEXTING

Why do children send inappropriate images / videos?

There are many reasons why a young person may want to send a
naked/semi-naked picture,video or message to someone else...

joining in
because they thin
that ‘everyone is
doing it’

B boosting
their
self-esteem

they may find it difficult
to say ‘no’ if somebody
asks them for an explicit
image, especially if the

person asking is persistent

D to get attention
and connect with
new people on
social media

L]

Emotional

SEXting distress

can leave young
people
vulnerable to...

Unwanted
attention ﬁ
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THE LAW....

Protection of Children Act 1978
Makes it an offence to take, make,
show, distribute, possess (with a
view to distribute) or publish an
advertisement with an indecent
photograph or pseudo-photograph of
a child under the age of 18.

Criminal Justice A

Makes it an offence to
possess indecent
images of children.

Criminal Justice and Courts
£ i Sexual Offences Act 2003
section 33 Lists sexual offences and their
Makes it an offence to definitions. If an image being
share private sexual shared is of a sexual act, police
photographs or films with must find out whether a sexual
the intent to cause offence has been committed

Advice to children

Once you send a
message you can't
control what
happens to it. Don't
let someone guilt or
pressure you into
sending it

If an indecent or
nude pic of you is
nude pic, have an posted online, you
honest conversation can contact the
with the person you i} website directly or
sent it to. Ask them make a report
to delete it online to try and
get it removed.

If you've sent a

distress. and act accordingly.

How we can make
children safer
online

Find out how to deal with a sexting crisis
Support and advice of what to do next
Use ChildLine and IWF to remove images online

Call ChildLine or save the number to your phone

Initial advice...

Use tools Set the
to help you tone for
reinforce your
time spent child’s
online internet
use ASAP

Have a
family
agreement
/ contract
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Making things safer....

L Tkl il ORGS0 Cadwil @ Jow (s 1V Sieg o) i
Chilichisn and Towng Fecpls’n ioresa and sccinl meadia o

B
m SR
i
N

il W il

YouTube Kids,
dubbed as a
safer, child-

friendly version
of the video-
sharing site, has
been criticised
by parents for
failing to remove
cartoons that
contain clips
depicting suicide
methods on-its
platform

Safer searching

89
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FRabHHW

The Kids Search, search engine is highly sensitive

T
e b T

We always recommend a child should have their own user
login. Filters should be set to the highest the provider can
offer.

90
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Making things safer.... Making things safer on Apple ‘Family Sharing’...

GO« zglﬁ

LLELLERY | Ty,

CERR TR AR - —
L0 3|1.'

Search Settings

Balaarcr: Drsrw
(B Tur on Zdwlar o fw ety Ep el o pag seer wea
L Fller mjind el Lok Eatafaet
=) (S -
== s
91 92

s safer on Google ‘Family Link’... ‘

= Keep an eyeon
screen time
Screen Time
Tum on Scresn Tims - L Uelzezhed [Frar——

v Manage each st
your phone or tablet.
v’ Create different filters for everyone in the family so
~they only see what they should |
v Keep tabs on screen time by setting regular time —

limits and bedtimes =
v Whether it’s homework time or family time, tap

pause on one person or the whole home and they
-~ won’t be able to get online =
v See what your family does online and the sites they
——vit
v Even better the children won’t know you can do all -

this-as you don’t have to-install-ontheir devicel

oOEEani

95 96

All rights reserved - Education Child
Protection LTD 2020



Helpful sites for Parents & Carers
www.parentzone.org.uk

www.kidsonlineworld.com mi}arpﬂl.zﬂne
Werliadtet I6 kbl ganlArweel (o — ;

P R L e R 1M B RIS R g Y SRR PR R0 T R R [Ty

el T P U Tl S

fika oy
oo Drhed el wen ol uslies, 20 ard W ey e ;
R ¥ - =
i i i Al Parent Zone have very useful magazines
for parents - ‘Digital Parenting’ -
e R i can read whole catalogue on their website
97 98

Helpful sites for Parents & Carers

Helpful sites for Parents & Carers
‘ www.parentinfo.org ‘

F_}|- el IR [a]

Help mnd adviee For lemilics
im m digzital workd

e e e Nl ST

m— s

i Parent Zone and CEOP have joined I
forces to create Parent Info

99 100

Helpful sites for Parents & Carers

www.internetmatters.org

101 102
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Making things safer.... ‘ e

Simple checklist for parents & carers : j

| have visited www.thinkuknow.co.uk with my child
(I have bookmarked the CEOP website and told my child
what is there)

FREE
Help with
setting up

parental

Open and honest dialogue - show an interest and learn
about what your child does online

Stay in control as much as you can through
parental filters, Family Sharing, and apps like Qustodio

controls, adjust
privacy settings

from 02 & NSPCC | ™4 advice on |
. to - without being chastised...
social networks

Talk to experts

0808 800 5002

Education is better than saying to your child

“you are not doing this anymore...”

103 104
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